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Chapter 1: Introduction

Connect for Microsoft System Center Product
Overview

Evokel T Connect for Microsoft System Center enables IT professionals to integrate sophisticated,
centralized power-management functionality into Configuration Manager deployments. This guide
provides information about installing and validating the Verdiem Integration for SCCM service,
Verdiem Integration for SCCM Administrator console, and the Configuration Manager console
extension.

This topic briefly describes how Evokel T Connect for Microsoft System Center works and lists the
components included with the product.

What It Does

Evokel T Connect for Microsoft System Center works with EvokelT to help organizations manage
and measure computer energy use across the network, as well as increase the efficiency of software
distribution and patch management tasks.

Connect for Microsoft System Center provides a client wake service, Evokel T Wake on WAN
functionality, and a way for any Configuration Manager administrator to perform power state
transitions and monitor status directly through the Configuration Manager console.

What Comes With It

Connect for Microsoft System Center includes the following components:

« Verdiem Integration for SCCM service: A Windows service that monitors deployments
(advertisements) and updates and wakes systems to run them at their scheduled deadlines.

« Verdiem Integration for SCCM Administrator console: A console application in which you
can manage configuration settings.

« Configuration Manager console extension: An extension that enables you to perform power
management tasks from within the Configuration Manager console.

@ Note: During the installation, you can choose to install both the service and
console extension or only the console extension. For information, see
Preparing for Connect for Microsoft System Center Installation on page 2-2.
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Chapter 1: Introduction

Connect for Microsoft System Center Installation Options

There are two installation options for Connect for Microsoft System Center:

« Install both the Automated Wake Service for ConfigMgr and the ConfigMgr Admin Console
- Right-Click Context Menu Add-On on the on a Configuration Manager primary site server.
This installs the Verdiem Integration for SCCM windows service, Verdiem Integration for
SCCM Administrator console, and the Configuration Manager console extension on the same

server.

« Install the ConfigMgr Admin Console - Right-Click Context Menu Add-On, on a separate
computer where you will be accessing the Configuration Manager console.

For details, see Preparing for Connect for Microsoft System Center Installation on page 2-2.

Connect for Microsoft System Center System

Architecture

Each instance of the Verdiem Integration for SCCM service connects to a single Configuration
Manager site. Where to install the service depends on where you create software distribution

packages and updates and where clients are assigned.

For example, if deployments (advertisements) and updates are created on primary sites, and the
central site has no clients assigned to it, you would install the Verdiem Integration for SCCM service
and console extension on the primary sites, as shown in the first diagram.
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Chapter 1: Introduction

Another scenario might be to have clients assigned to the central and primary sites, and all
deployments (advertisements) and updates created on the central site. In this case, you could install
the Verdiem Integration for SCCM service on only the central site, as shown in the next diagram.
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Connection Notes

« Eachinstance of the Verdiem Integration for SCCM service can wake all clients assigned to its
associated primary site. This can also include clients assigned to any primary site that is a child
of the associated primary site.

« You can install the Verdiem Integration for SCCM service directly on the computer that hosts the
associated Configuration Manager site server, or on a separate computer that remotely connects
to the site server.

« Associating the Verdiem Integration for SCCM service with a Configuration Manager secondary
site is not supported, because secondary sites do not have clients assigned to them.

How EvokelT Connect for Microsoft System Center
Operations Reach Configuration Manager Clients

When Connect for Microsoft System Center issues a wake request, either from the automated wake
service or the SCCM Configuration Manager console Verdiem menu (right-click context menu), it
communicates with the Evokel T server. The EvokelT server then manages the wake request using
its Wake-on-WAN technology.

« Forautomated wakes prior to deployment (advertisement) start time or software update required
time, Connect for Microsoft System Center communicates with the Evokel T server using the
identity of the user account the service is running as.
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Chapter 1: Introduction

o For SCCM client and Collection wakes via the SCCM Configuration Manager console Verdiem
menu (right-click context menu), the Verdiem context menu add-on communicates directly with
the EvokelT server using the identity of the of the user account executing the SCCM
administrator console.

System Requirements

The following lists contain requirements for installing and hosting Evokel T Connect for Microsoft
System Center.

@ Note: Both of these lists assume that the latest patches are installed for all software.

o Access to EvokelT.

« System Center Configuration Manager 2012, System Center Configuration Manager 2007 SP2,
SMS 2003, or System Center Configuration Manager 1602, 1606, 1610, or 1702 must be
deployed on all primary site servers.

« Microsoft .NET 4 (full version)
« Each ConfigMgr client must be running a licensed instance of the EvokelT client agent.

« Client systems that run the policy refresh function must have Configuration Manager 2012,
Configuration Manager 2007, or Configuration Manager 1602, 1606, 1610, or 1702 installed.

Supported Operating Systems

Supported operating systems for running the Wake service include:

o Microsoft Windows Server 2008 R2

Eé? Note: Windows Server 2008 (non-R2) is not supported.

o Windows Server 2003 SP2 (x86)
For running the console extension:

o Windows 10 (x86 and x64)
o Windows 8 (x86 and x64)
o Windows 7 (x86 and x64)
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Installing Connect for
Microsoft System Center Components

Table 2-1 In this Chapter

Preparing for Connect for Microsoft System Center Installation

Install Connect for Microsoft System Center
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Chapter 2: Installing Connect for Microsoft System Center Components

Preparing for Connect for Microsoft System
Center Installation

This section describes preparing for and installing both the Verdiem Integration for SCCM service and
console extension on a Configuration Manager primary or central site server, or installing only the
console extension on a system.

This topic covers the information and permissions you need to complete either a primary site or
console extension-only installation.

Information for the Installer

When you run the installer, it will ask you for the following information:

« The components that you intend to install:

« Automated Wake Service for ConfigMgr includes the Verdiem Integration for SCCM
service and the Verdiem Integration for SCCM Administrator console.

« ConfigMgr Admin Console - Right Click Context Menu Add-On is the console
extension that creates the Verdiem right-click menu in System Center ConfigMgr.

« Server information:
« ConfigMgr site server name and site code
« ConfigMgr site code
« EvokelT servername

« The version of System Center ConfigMgr you will be using (2007, 2012, 1602, 1606, 1610, or
1702)

« The user account that you will select to run the Verdiem Integration for SCCM service.

You can create a user account specifically for this purpose or select the same user that runs the
EvokelT system.

Required Permissions

The user that you select to run the Verdiem Integration for SCCM service and any user running the
console extension must have a minimum level of permissions on the Configuration Manager primary
site and on the EvokelT server.

To perform wake, shutdown, and other operations on client computers, you need a minimum level of
permissions on the Configuration Manager primary site and on the EvokelT server.

The Verdiem Integration for SCCM service can be installed local to the Evokel T server, or on the
SCCM Primary Site server. If you are using a service account, the account needs permissions to
read all objects in SCCM and create status messages, and also needs permissions for all groups to
read and wake systems in EvokelT.
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Chapter 2: Installing Connect for Microsoft System Center Components

Minimum Configuration Manager Primary Site Permissions

Both the service and console extension require a minimum of:
« Read access on all objects in Configuration Manager.
« Read and Create access on the Status Message object class.

Minimum Permissions for Changing Power States

An administrative group Role in Evokel T with Wake Devices and Edit Devices permissions.

System Center 2012, 1602 1606, 1610, or 1702 Configuration
Manager Settings

Connect for Microsoft System Center does not use any System Center 2012 power management
settings, but as a best practice, you will want to disable these settings in

SCCM before installing Connect for Microsoft System Center to allow Evokel T to manage power
settings and Wake on LAN.

« Do not enable Configuration Manager's power management settings to allow Evokel T and
Connect for Microsoft System Center to manage power settings.

In SCCM 2012, right-click a device, and then click Properties. Click the Power Management tab
and make sure the Do not specify power management settings option is selected.

« Do not enable Wake on LAN for any sites within SCCM, to allow Evokel T's advanced Wake on
LAN functionality to wake devices.

In SCCM 2012, click Overview > Site Configuration > Sites. Select a site and click
Properties. On the Wake on LAN tab, clear the Enable Wake On LAN for this site option.
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Chapter 2: Installing Connect for Microsoft System Center Components

Install Connect for Microsoft System Center

These steps describe how to install the Verdiem Integration for SCCM service and console extension
on a ConfigMgr primary site, or installing the console extension on a desktop computer.

Before you run the installation program, complete any necessary procedures in Preparing for Connect
for Microsoft System Center Installation on page 2-2.

@ Note: Follow these steps on each Configuration Manager site on which you deploy the
Verdiem Integration for SCCM service.

1. Loginas alocal administrator to the computer you selected to host Connect for Microsoft
System Center.

2. Navigate to the Connect for Microsoft System Center installation folder in the Evokel T
installation package (EvokelT_x_xxx\Connect For Microsoft System Center), and then run
VerdiemIntegrationforSCCMInstaller.msi.

3. Follow the instructions in the installation wizard to accept the license agreement and select the
destination folder.

4. When prompted, select the components to be installed. Click Browse to select a different
destination folder for the installed components.

The default configuration is for the Verdiem Integration for SCCM service, Verdiem Integration for
SCCM Administrator console, and the ConfigMgr console extension to both be installed on the
same local hard drive.

To install both the service and the console extension:

Confirm that both the Automated Wake Service for ConfigMgr and ConfigMgr Admin Console -
Right-Click Context Menu Add-On components are setup to be installed on the local hard drive .

To install the console extension only:

Expand the installation options for Automated Wake Service for ConfigMgr, and then select
Entire feature will be unavailable.

Ef Note: If you want to install Connect for Microsoft System Center on a computer
other than the Configuration Manager primary site server, best practice is to
select a computer that resides on the same network segment as the
primary site server.

5. Onthe Server Information page, enter your appropriate Configuration Manager server name and
site code and the EvokelT server name.
On the Manually Select ConfigMgr Version page, select the System Center version.

On the Logon Information page, unless you created a user account specifically for running the
Verdiem Integration for SCCM service, use the default selection of Local System Account.
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Chapter 2: Installing Connect for Microsoft System Center Components

For information, see Preparing for Connect for Microsoft System Center Installation on page 2-2.

8. Continue following the wizard instructions to complete the installation.
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Validating the Connect for
Microsoft System Center Installation

Table 3-1 In this Chapter

Test Server Connectivity

Test Status Message Logging

Test Power State Changes in the Console Extension

Confirm the Console Extension File Locations

Perform Power Management Tasks with Configuration Manager
Console
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Chapter 3: Validating the Connect for Microsoft System Center Installation

Test Server Connectivity

After you install Connect for Microsoft System Center, you can perform tests to validate connectivity,
configuration, and message logging.

To test Verdiem Integration for SCCM connectivity with the server, you use the Connections tab in

the Verdiem Integration for SCCM Administrator window.

1. Onthe Windows Start menu, navigate to Programs / Verdiem / Verdiem Integration for
SCCM Administrator.

2. Onthe Connections tab of the Verdiem Integration for SCCM Administrator, in each
configuration section, verify the server name and click Test.

@ ¥erdiem Integration for SCCM Administrator

Connections |Wake Eonfiguralionl Wake Timingl Log Settingsl About |

Confighdgr Configuration ———————— —%erdiem Server Configuration
Site Server Mame Site Code Server Name

IIcn:thc-st IBVT ISurve_l,lDrSewer Test |
Test |

i verdiem Integration for SCCM Administrator

Connections |Wake Eonfigurationl wake Timingl Lag Settingsl About I

Configkdgr Configuration ——————— — Verdiem Server Configuration
Site Server Mame Site Code Server Mame

localhost IBVT IEVDkeITServerI Test |
Test |

A message appears to let you know whether the connection test was successful.

@ Note: Enter the name of the Configuration Manager site server computer even if
the WMI provider for the site server is on another computer, such as the
site server's database server. Entering the name of the WMI provider (if
different from the site server) causes an error. The Verdiem Integration for
SCCM service does use WMI to retrieve information from the Configuration
Manager site database; however, it initiates this communication by
connecting to the site server.

Confirming Server Connections Upon Startup

The Verdiem Integration for SCCM service starts automatically upon system startup, and you can
use the Windows Services management console to stop and start it. When the service starts,
connections are established to both the power management server and the Configuration Manager
site server.
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Chapter 3: Validating the Connect for Microsoft System Center Installation

If either the EvokelT server or Configuration Manager site server is unavailable, the Verdiem
Integration for SCCM service will start, but it might fail to connect. To confirm that the connections
were made successfully, view the most recent log file, PowerPackForConfigMgr. log, createdin
the location specified on the Log Settings tab of the Verdiem Integration for SCCM Administrator
console.

Server Connections for EvokelT Plug-in/ Verdiem Integration for SCCM

The first step in troubleshooting is to double check that all configuration settings in the Verdiem
Integration for SCCM Administrator console are valid, starting with those on the Connections tab.

Test Status Message Logging

To confirm that status messages are being logged properly, first you send a test message, and then
you view it from the Configuration Manager console.

1. Send atest status message:
a. Onthe Log Settings tab, click Send Test Message.

b. InTest Status Message dialog box, type sample message text and click OK.

Teskt Status Message

Fleaze enter test Statuz Message test:

Cancel |

|<test meszage gent by SERVER\administrator:

2. View status messages:

a. Inthe Configuration Manager console, navigate to (Monitoring > System Status) and select
Status Message Queries.
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Menitoring

4 | Overview
| Alerts
- Queries
| Reporting
[ Site Hierarchy
4 | | System Status
E’g Site Status
g Component Status

G Conflicting Records

i Deployments

E Client Operations

b. Inthelist of queries that appears, right-click All Status Messages and choose Show
Messages.

c. Inthe All Status Messages dialog box, specify the time period you are interested in, and
click OK.

The Component column indicates where a message originated.

Test Power State Changes in the Console
Extension

You use the Configuration Manager console extension to perform power state changes from the
Configuration Manager console.

1. Inthe Configuration Manager console, select any view that shows the devices you want to

manage.
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Assets and Compliance ¢ Devices 123 items
4 B Overview Search | Search Add Criteria +
3_‘ Users con Name Client Site Code Client Activity -
& Devices oW apteans-marhanl NA =
2 User Collections ) BOTEl B Add Selected Trems ’
.;. .- . 1 BDTKH B Install Client le
¥ Device Collections
S e EDT-R Reassign Site Ve
_2; User State Migration
i BDT=3 [Z] Client Settings L
Asset Intell d
. set inteligence 1 BDTS4 [> Start » Hve
|4 Software Metering -~ BOTSY P Live
_ Compliance Settings e BOTTE e le
4 || Endpoint Protection i BUILD pa Ve
nbloc
K Antimalware Policies 1 BUILD B e
Manage Out of Band »
Bl Windows Firewall Policies e BUILD ™ i ve
Clear Required PXE Deployments
1 BVTCl g = rtive
% ed -
" evicl % Edit Primary Users Live
1 BVT5¢ Change Ownership
75 Delete Delete
: apteans-m v
3’."‘ Assets and Compliance T-a Refresh Fs
i I = i 3
‘@ Software Library General Inforr [ Properties Related Objects =
.. Meonitoring Name: I @) verdiem Integration for SCCM 3 I Wake selected system(s)
«]f [ Client Type: None Hardware. Shutdown selected system(s)
i Client Check Result: Software § Force Policy Refresh on selectad system(s) =
[P, | v
~  summary | Client Check Detail | Malware Detail | Antimalware Poli ~ Get Status from the Verdiem server for the selected system(s)
Ready 4

2. Right-click a device on which you can test power state changes, and then do one of the following:

« Totest shutting down the computer, choose Verdiem Integration for SCCM/ Shutdown
selected system(s).

« Totest waking the computer, choose Verdiem Integration for SCCM / Wake selected
system(s).

@ Note: If these commands do not appear, the console extension may not have
been installed correctly.

Tip: A status message is logged to Configuration Manager for actions that you perform on
individual systems. You can view these messages in the Status Message Queries section
of the Configuration Manager console.

Confirm the Console Extension File Locations

If the Configuration Manager console is not installed before you install Connect for Microsoft System
Center, the Configuration Manager console extension files will be installed to an incorrect location.

To enable the console extension, you can manually move its files to the correct location.
1. Open the Configuration Manager console on the target computer, right-click a device, and look for
the Verdiem menu and submenu commands.

2. If these commands appear, the console extension is installed in the correct location, and you do
not need to complete the remaining steps.
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If these commands do not appear, complete the remaining steps of this procedure.

3. Close and reopen the Configuration Manager console and check again for the menus.

4. If the menus still do not appear, check that the files were installed to the correct location under
..\Program Files (x86)\Microsoft Configuration Manager\AdminConsole\ .

The files reside in both of the following directories:
« Bin
« XmlStorage\Extensions\Actions

(The Actions directory contains four sub-directories with GUIDs for names.)

If the menu commands do not appear, these files will probably be in the incorrect location. To correct
the installation, simply copy the files to the corresponding directories in the correct location (if the
directories do not exist in the correct location yet, you can copy the full directories or create new
directories manually before you copy the files over).

Correct location Incorrect location
C:\Program Files\Microsoft Configuration C:\Program Files\Verdiem\Power Management Pack
Manager\AdminConsole\ for ConfigMgr\Bin\SCCM\

@ Note: On a 64-bit computer, the files are installed under Program Files (x86).

Perform Power Management Tasks with
Configuration Manager Console

When the Connect for Microsoft System Center console extension is installed on a system with
Configuration Manager, a Verdiem menu is available from right-clicking a device or device collection

in the System Center Configuration Manager.
To wake or shutdown systems

Right-click a device or a collection, select Verdiem, and then click Wake select system(s) or
Shutdown selected system(s). These commands send a real-time message to the Verdiem
Integration for SCCM service to wake or shutdown the device(s). Devices will receive the command
upon the next check-in to EvokelT.
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Assets and Compliance ¢ Devices 123 items
4 T Overview Search 4 | Search Add Criteria =
£ Users Icon Name Client Site Code Client Activity -
o8 Devices L. apteans-marhnnk N =
5 " BOTEl B Add Selected Trems ’
# User Collections .
. e B Install Client 1
E . . i BOTKI| ve
¥ Device Collections
e EDT-R Reassign Site Ve
_2; User State Migration
i BDTsg Client Settings rope
| Asset Intelligence .
- s BDTS b Start , rtive
|4 Software Metering o~ BOTSY P Live
_ Compliance Settings i BOTTE e le
4 || Endpoint Protection i BUILD Ve
Unblock
K Antimalware Policies 1 BUILD e
) § - % Manage Out of Band »
Bl Windows Firewall Policies 1 BUILD Ve
Clear Required PXE Deployments )
U BVTCL Hive
e evtcl ¢ Edit Primary Users Live
e BVT5¢ Change Ownership
75 Delete Delete
: apteans-m v
?"‘ Assets and Compliance ;.r- Refresh Fs
i I = i 3
‘@ Software Library General Inforr & Properties Related Objects =
. Meonitoring Name: @) verdiem Integration for SCCM 3 Wake selected system(s)
g _ TG TreaToTE Shutdown selected system(s)
r Administration Client Type: None Hardware| Ly
. Client Check Result: Software Force Policy Refresh on salected system(s)
[P,
summary | Client Check Detail | Malware Detail | Antimalware Pol Get Status from the Verdiem server for the selected system(s)
Ready P

You can also force a policy refresh for the selected systems, or get the connection status from the
EvokelT server.

Right-click a device or a collection, select Verdiem, and then click Force Policy Refresh or Get
Status from the Verdiem server.

Yerdiem Integration for SCCM

Feported status from Merdiem Server on Selected Systems

M arne | Active | Last Connected | Wersian
O /50030 T0613PRD [l | 12/05/2016 DE:06:03 1.0.0.0

Refrezh | Cloze I
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Using the Verdiem Integration
for SCCM Administrator

Table 4-1 In this Chapter

Server and Client Connections and Security

The Log Settings Tab

The Wake Configuration Tab

The Wake Timing Tab

Using Connect for Microsoft System Center for Specific Wake Scenarios
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Chapter 4: Using the Verdiem Integration for SCCM Administrator

Server and Client Connections and Security

This section describes the settings available in the Administrator console that is installed with
Connect for Microsoft System Center.

The settings on the Connections tab specify how Verdiem Integration for SCCM service connects to
the Configuration Manager primary site server, the Evokel T server, and Configuration Manager
clients.

i verdiem Integration for SCCM Administrator M= E3 |

|Wake Ennfiguratinnl Wake Timingl Log Settingsl Abot |

— Configkar Configuration ————— 1 %erdiem Server Configuration

Site Server Mame Site Code Server Name

lozalkost IE\:"T IE'-.:'n:nkeI TSemer Test |
Test |

(]9 I Cancel | Apply |

Configuration Manager Primary Site and EvokelT Server
Security

Connections to servers are established according to the following:

« When you run power management operations through the Configuration Manager console,
connections to the primary site server and the power management server are made based on the
current user’s credentials.

« Unless you specified a user for running the Verdiem Integration for SCCM service, the service
connects to the Configuration Manager server and the power management server using the local
system account.

For additional information about permissions, see Preparing for Connect for Microsoft System Center
Installation on page 2-2.

EvokelT 1.1.302

Connect for Microsoft System Center Administrator and User Guide Page 4-2



Chapter 4: Using the Verdiem Integration for SCCM Administrator

The Log Settings Tab

On this tab, you can set file location and size, as well as other event logging parameters.

Service log file directony:

® ¥erdiem Integration for SCCM Administrator

aximum log file size:
Dizcard old log files after:

Logging lewvel;

|E:\Program Files [«BEM erdiemiPower Management Pack fc |

10 hE

10 ol Days

I

Mormal 7

v Log mileztones to Status Wiewer

Send Test Meszage. . |

ﬂ

K Lancel | Apply

On the Log Settings tab you can configure the following:

« File path forlog files.
o Maximum size of log files stored.
o The number of days to keep a log file.

« Logging level.

In general, use the Normal logging level.

Use the Trace level only when you want to diagnose a specific Verdiem Integration for SCCM

service issue, or upon the request of a Technical Support professional as part of the

troubleshooting process.

« Connectivity testing, by sending a test message to Configuration Manager.

If connectivity is functioning properly, you can find the test message by issuing an All Status

Messages query within the Configuration Manager console.

Viewing Log Files

Connect for Microsoft System Center logs activity in the Configuration Manager log file format.

For System Center Configuration Manager 2012, 1602, 1606, 1610, and 1702, you can view logs
using the CMTrace utility. CMTrace.exe is part of SCCM 2012, 1602, 1606,1610, and 1702 and is
installed in the C:\Program Files\Microsoft Configuration Manager\Tools folder by default.
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Chapter 4: Using the Verdiem Integration for SCCM Administrator

For System Center Configuration Manager 2007, you can view logs using the Trace32 utility. This
utility is part of the System Center Configuration Manager 2007 Toolkit, and you can also
download it from the Microsoft Download Center.

The Wake Configuration Tab

On the Wake Configuration tab you can specify the behavior of Connect for Microsoft System Center
when a required deployment (mandatory advertisement) or update schedule is pending.

@ Yerdiem Integration for SCCM Administrator M= E3 I

Cormections | wake Configuration I "Wake Timing I Log Settings I About I

W Wake systems for mandatary Advertizements, Application Deplopmentz and Software
pdates.

r Only if "Enable Wake On LAN" iz zelected in Confighar Schedule tab
v Only wake syztems that are azsigned to thiz Sike [zkip systems assigned to child Sikes]
[T wiake gugtems uzing UTC offzet reparted in hardware inventory [wake in local time]

r YWake systems for Advertizements at Start Time and Application Deployments
with mandatary schedules

ok I LCancel | Apply |

Setting Default value Description
Wake systems for Selected Select this box to wake systems that receive required
mandatory deployments (mandatory advertisements) or scheduled
Advertisements, updates.
Application If this box is not selected, Verdiem Integration for SCCM

Deployments and
Software Updates

will not wake any system.

Only if “Enable Wake on | Not selected If you selected Wake system for pending mandatory
LAN” is selected in Advertisements and Software Updates, select this box
ConfigMgr Schedule as well to wake only the deployments (advertisements)
tab and updates that have the Wake on LAN setting enabled

in Configuration Manager for deployments
(advertisements) or updates.

Only wake systems that | Selected If this box is not selected, the Verdiem Integration for
are assigned to this site SCCM will wake systems assigned to child sites.
(skip systems assigned
to child sites)

Wake systems using Not selected Select this check box to wake systems for deployments
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Setting Default value Description

UTC offset reported in
hardware inventory
(wake in local time)

(advertisements) or updates using the local time zone
setin the hardware inventory for those systems.

If this check box is not selected, deployments
(advertisements) run in the time zone seton the
computer that runs the Verdiem Integration for SCCM
service.

Ef’ Note: This setting is effective only if
Configuration Manager hardware
inventory is enabled, and only for
required deployments (mandatory
advertisements) and updates that are
not explicitly setin the Configuration
Manager to run in UTC time.

Advertisements at Start
Time and Application
Deployments with
mandatory schedules

Wake systems for Not selected Select to wake systems at deployments'

(advertisements') start and mandatory times ifa
mandatory time is specified. If a mandatory time is not
specified, this setting is ignored. If a Maintenance
window is set, systems wake at the time of the
maintenance window.

The Wake Timing Tab

These settings determine when Connect for Microsoft System Center will wake systems targeted by
a deployment (advertisement) with a pending mandatory assignment or scheduled software update.

Fuoll ta find pending mandatary schedules eveny: B0 = Seconds
bl @xirnurn number of systems to wake per zecond: 100
Wake spztems in advance af pending mandatory schedules by up to: |5 = Minutes

Systems receive only one wake for multiple schedules pending within: |5 = Minutes

ol el

*

Setting Default Value Description

Poll to find pending | 60 seconds
mandatory
schedule every

Set the frequency with which the Verdiem Integration for
SCCM service checks with Configuration Manager for new
or changed deployments (advertisements) and software
updates

Maximum number | 100
of systems to wake

Use this setting to specify the rate at which to wake systems
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Setting Default Value Description

per second for a mandatory schedule if, for example, you want to
distribute the load on the Configuration Manager site server
or for whatever other reason you do not want to wake all
machines atonce.

Wake systems in 5 minutes Specify the maximum number of minutes that can elapse
advance of pending between system wake time and the time of each scheduled
mandatory required deployment (mandatory advertisement) or update.
schedules by up to This value depends on how quickly systems power up and

establish network connections.

Give systems sufficient time to wake and connect before
each deployment (advertisement) or update, but not so much
time that they could transition back to sleep before the
deployments (advertisement) or update is run.

Systems receive 5 minutes Specify the number of minutes in which you want to allow
only one wake for multiple deployments (advertisements) or updates to
multiple schedules complete on overlapping sets of systems, instead of issuing
pending within a separate wake request for each.

Using Connect for Microsoft System Center for
Specific Wake Scenarios

This section lists a few common Configuration Manager scenarios and how Connect for Microsoft
System Center coordinates with them.

Wake Clients at Advertisement Start and Mandatory Times

On the Wake Configuration tab, enable the following settings to wake clients at advertisement start
time to begin downloading a package, and then again at the mandatory time to run the program.:
« Wake systems for mandatory Advertisements, Application Deployments and Software Updates.

« Wake systems for Advertisements at Start Time and Application Deployments with mandatory
schedules.

Wwake Configuration |

g “Wake systems for mandatony Advertizements, Application Deplovments and Software
Updates.

H Only if "Enable “Wake On LAMN" iz zelected in Confighlagr Schedule tab
[T Only wake spsterns that are assigned to this Site [skip systems assigned to child Sites)
[T wwiake systems using UTEC offzet reported in hardware inventany [wake in local time)

v “wake systems for Advertizements at Start Time and Application Deployments
with mandatory schedules
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« Enable other settings as appropriate for your system.

Change the Start Time or Target Collection in an Existing
Advertisement

After a program is advertised to the collection specified, you might want to advertise the same
program on a different collection or on the same collection at a different time.

If you change the start time or collection on an advertisement, Connect for Microsoft System Center
adapts to the new settings.

For example, say you create an advertisement with the following attributes:

Mandatory Schedule ASAP
Start Time Jan. 1 and 10:00pm
Target Collection A

Then on Jan. 2 at 10:00am, you modify the attributes with the following changes:

Start Time Jan. 2 and 10:00pm

Target Collection B

Connect for Microsoft System Center wakes Collection A on Jan. 1 at 10:00pm, and then wakes
Collection B on Jan 2 at 10:00pm.

Waking Clients for Maintenance Windows

If you use maintenance windows in Configuration Manager, Connect for Microsoft System Center
wakes clients for those maintenance windows.

Given a maintenance window of 2:00am to 6:00am on each day of the week:

« If you create an advertisement on a Tuesday and set the mandatory assignment schedule to
ASAP, the clients wake at 2:00am on Wednesday (or shortly before, according to the timing you
set on the Wake Timing tab in the Verdiem Integration for SCCM Administrator console).

« If you create an advertisement on Wednesday and set its mandatory schedule for Friday at
10:00pm, clients wake at 2:00am on Saturday.

@ Note: If you set an advertisement to ignore maintenance windows, Connect for
Microsoft System Center wakes clients according to the schedule you set in the
advertisement. See also, Wake Clients at Advertisement Start and Mandatory
Times on the previous page.
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Table 5-1 In this Chapter

Configuring Maintenance Window

Adding Application/Package

Deployment of Application/Package through SCCM

Deployment Scenarios
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Configuring Maintenance Window

Configuring Maintenance Window for 2012, 1602, 1606, 1610,
and 1702

Maintenance windows in System Center 2012 Configuration Manager provide a means by which
administrative users can define a time period when various Configuration Manager operations can be
carried out on members of a device collection. The process of maintenance includes updating
existing applications or deploying new ones.

Maintenance windows are configured for a collection with a start date, a start and finish time, and a
recurrence pattern. By default, computer restarts caused by a deployment are not allowed outside of
a maintenance window, but you can override the default in the settings for each deployment.

The key point in terms of SCCM application deployment is that the deployment can only occur if the
time of deployment falls in the limit of the maintenance window. So, it’s an important aspect of the
deployment process.

Steps for configuring Maintenance Window

1. Inthe Configuration Manager console, click Assets and Compliance.
2. Inthe Assets and Compliance workspace, click Device Collections.

3. Inthe Device Collections list, select the collection for which you want to configure a
maintenance window. Right click and select Properties.

4. The Properties screen appears. Select the Maintenance Windows tab.

In the Maintenance Windows tab of the Properties dialog box, click the New icon.
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. 606 Properties

Callection Yariables I Out of Band M anagement I Distribution Point Groups | S ecurity I Alerts I
Genetall Membership Rules I Power Management I Deplayments Maintenance%w'indows |

The fallawitg maintenance windaws are assigned ta thiz collaction.

Maintenance windows define the time during which Configuration Manager can apply software
deployments to devices in thiz collection.

Maintenance windows:

MName | D escription |
Maintenance "Wind... Occours every 1 days effective 10/12/20...

ok I Cancel | Lpply |

6. Inthe <new> Schedule dialog box, specify a name, a schedule, and a recurrence pattern for the
maintenance window. You can also enable the option to apply the schedule to only task
sequences.

Tick the option “Coordinated UTC” if user wishes to use UTC timing else use the local time of the
client machines.

7. From the Apply this schedule to drop-down list, select whether this maintenance window
applies to All deployments, Only software updates, or Only task sequences.

8. Click OK.
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<new> Schedule

I arne: || a
— Time

Effective date: [ 31072018 =l

Start; f 1000040 = End | 40000AM =5

Diuration: |3 Hourz 0 Minutes

™ Coordinated Universal Time [UTC)

— Recurrence pattern

Configure the recurmence schedule.

 Mone Recur even: E weeks or
O Monthly " Sunday & Thursday
& Weekly " Monday = Friday
© Daly ' Tuesday = Saturday
" \Wednesday

Apply thiz zchedule to:
Al deployments j

(1] 4 I Cancel

9. Close the Properties dialog box.

Configuring Maintenance Window for 2007

1. Inthe Configuration Manager console, navigate to System CenterConfiguration Manager>
Site Database > Computer Management > Collections.
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2. Right-click the collection for which you want to set a maintenance window, and click Modify
Collection Settings.

3. Onthe Maintenance Windows tab, click the New icon.

[Bl 606 Properties

Collection ' ariables I Out of Band Management | Digtribution Paint Groups I Securit_l,ll Alertz |
General | Membership Fiules | Power Management | Deployments Maintenanci‘%\!indows |

The Fallowing maintenance windows are azzigned to thiz collection.

Maintenance windows define the time during which Configuration Manager can apply software:
deployments to devices in thiz collection.

Maintenance windows: _|

MHame | D escription |
Maintenance Wind... Dccurs every 1 daps effective 10/12/20...

0K I Cancel | Apply

In the Name box, type a name for this maintenance window.

In the Time area, select an effective date for the window, as well as a start and end time for the
window. The duration of the maintenance window is shown below the selected start and end
times.

6. Select the UTC check box if you want the maintenance windows to be on a Coordinated
Universal Time schedule rather than local time.

Tick the option “Coordinated UTC” if user wishes to use UTC timing else use the local time of the
client machines.

7. If desired, select a recurrence pattern for the maintenance window.

For more information about recurrence patterns in custom schedules, see Custom Schedule
Dialog Box.

8. If desired, select the This schedule applies only to operating system deployment task
sequences option.
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9. Click OK.

=new > Schedule

Marme: I Q
i~ Time:

Effective date: | 310/206 =l

Start | == L I

Duration: |3 Hours 0 Minutes

I” Coordinated Universal Time [UTC)

[ Recurence pattem

" Mone
 Morithly
0 weekly
" Daily

Configure: the recurrence schedule.

Recur eveny

 Sunday
© Monday
£ Tuesday
 Wednesday

1 3: weeks on:

& Thursday
© Friday
€ Saturday

Lpply this schedule o

&) deplayments

=
Cancel |

10. Close the Properties dialog box.
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Adding Application/Package

The following steps are to be followed for adding an Application/Package on SCCM 2012, 1602,

1606, 1610, and 1702.

1

2
3.
4

In the Configuration Manager console, click Software Library.

In the Software Library workspace, expand Application Management, and click Packages.

Inthe Home tab, in the Create group, click Create Package.

On the Package page of the Create Package and Program Wizard, specify the following fields:

Program Type

Standard Program
Requirements
Summary
Progress

Completion

ﬁ Create Package and Program Wizard [ x|

-
»{f‘g Package
—

Specify information about this package

Enter a name and other details for the new package. To take full advantage of new features that include the
Application Catalag, use an application instead.

El
[
M anuf acturer. I
Language: Version:
[~ Ihis package contains source fles
Sourge folder
I Browse: |

< Previous, | Mext = I SUmmMary. Cancel

Eﬁ Note: The source folder that you specify to the computer account of the site server must

have read access permissions.

On the Program Type page of the Create Package and Program Wizard, select the type of
program to create, and click Next.

Eé? Note: You can create a program for a computer or device, or you can skip this

step and create a program later.

Use one of the following procedures to create a standard program or a device program.
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To create a standard program

1. Onthe Program Type page of the Create Package and Program Wizard, select Standard

Program, and then click Next.

2. Onthe Standard Program page of the Wizard, specify the following fields:

'ﬁ Create Package and Program Wizard B

-
?‘J\g Standard Program
—

Package
Program Type

Standard Program

Specify information about this standard program

¥ Allov users b view and interact with the: program installation

Dirive mode: IHuns with UNC name

™| Recornect to distrbution paint &t log on

Requirements Mame: || O
Surnmary LCammand line: I O Browse...
Progress
Startup falder: I

Completion
Bur: INormaI j
Program can run: IDnIy when a uzer is logged on d
Fiun mode: IHun with uzer's rights j

= Previous | Mext = I Summary: | Cancel

« Name: Specify a name for the program with not morethan 50 characters.

« Command Line: Enter the command line to be used to start this program, or click Browse to

browse to the file location.

If a specified file name does not have an extension specified, Configuration Manager
attempts to use .com, .exe, and .bat as possible extensions.

When the program is run on a client, Configuration Manager first searches for the command-
line file name within the package, searches next in the local Windows folder, and then
searches in local %path%. If the file cannot be found, the program fails.

Startup folder: Optionally use this field to specify the folder from which the program runs,
with not more than 127 characters. This folder can be an absolute path on the client or a path
relative to the distribution point folder that contains the package.

Run: Specifies the mode in which the program will run on client computers. Select one of the
following:
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« Normal: The program runs in the normal mode based on system and program defaults.
This is the default mode.

« Minimized: The program runs minimized on client devices. Users might see installation
activity in the notification area or taskbar.

« Maximized: The program runs maximized on client devices. Users will see all installation
activity.

« Hidden: The program runs hidden on client devices. Users will not see any installation
activity.

« Program can run: Specify whether the program can run only when a user is logged on, run
only when no user is logged on, or run regardless of whether a user is logged on to the client
compulter.

« Run mode: Specify whether the program will run with administrative permissions or with the
permissions of the currently logged on user.

« Allow users to view and interact with the program installation: Use this setting, if
available, to specify whether to allow users to interact with the program installation. This
check box is available only when Only when no user is logged on or Whether or not a
user is logged on is selected for Program can run and Run with administrative rights is
selected for Run mode.

« Drive mode: Specify information about how this program will runs on the network. Choose
one of the following:

« Runs with UNC name: Indicates that the program runs with a Universal Naming
Convention (UNC) name. This is the default setting.

« Requires drive letter: Indicates that the program requires a drive letter to fully qualify its
location. For this setting, Configuration Manager can use any available drive letter on the
client.

« Requires specific drive letter (example: Z:): Indicates that the program requires a
specific drive letter that you specify to fully qualify its location. If the specified drive letteris
already used on a client, the program does not run.

« Reconnect to distribution point at log on: Use this check box to indicate whether the
client computer reconnects to the distribution point when the user logs on. By default, this
check box is cleared.
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3. Onthe Requirements page of the Create Package and Program Wizard, specify the following
fields:

ﬁ Create Package and Program Wizard [ =]

-
i‘jg Requirements

Package

Specify the requirements for this standard program
Program Type

Standard Program

™ Bun another program first

SUMMErY.

Package: | Brose:
Progress
Pragrann: I j

I/ Always run this program first

Completian

— Platfarm requirements
& This program can run on any platiom

" This program can run only on specified platforms

1 Al indows BT -
] &lwWindows RT 8.1

1 &l wWindows 7 [B4-bit]

[ &l windows 5 (64-bit]

1 All'w/indows 8.1 (64-bit]

[ *Windows Embedded 8 Industry [54-bit]

] *Windows Embedded 8 Standard (54-bit)

] “Windows Embedded 3.1 Industry [54-bif)

] Al windows Server 2003 (Nan-Fi2) (64-bit)

1 All'windows Server 2003 R2 [E4-bit] LI

Estimated disk space

Maximum allowed run time [minutes): 120 d

< Previous | Mext = I Summary Cancel

Run another program first: You can use this setting to identify a package and program that
will be run before this package and program will be run.

Platform requirements: Select This program can run on any platform or select This program
can run only on specified platforms and then choose the operating systems that clients must
be running to be able to install the package and program.

Estimated disk space: Specify the amount of disk space that the software program requires
to be able to run on the computer. This can be specified as Unknown (the default setting) or
as a whole number greater than or equal to zero. If a value is specified, units for the value
must also be specified.

Maximum allowed run time (minutes): Specify the maximum time that the program is
expected to run on the client computer. This can be specified as Unknown (the default
setting) or as a whole number greater than zero.

By default, this value is set to 120 minutes.

4. Click Next and continue to To complete the Create Package and Program Wizard.
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To create a device program
1. Onthe Program Type page of the Create Package and Program Wizard, select Program for
device, and then click Next.

2. Onthe Program for Device page of the Wizard, specify the following fileds:

'ﬁtreate Package and Program Wizard

-
*‘{g Program for Device
-

Fere Specify information about this program for a device

Program Type

Program For Device

Requirements S|

| Mame: || 2 ]
SUrmimary !
Prograss Comment: =
Completion
-]
Download folder: I\T emph
Program
Cornmand line:
I a Browse.. |

% Fun command line in download falder

" Fun command line from this folder:

Sfindows

< Previous | Mexk = I SUMmmaty: | Cancel

« Name: Specify a name for the program with not morethan 50 characters.

@ Note: The program name must be unique within a package as you cannot modify
its name once the program is created.

« Comment: Optionally, specify a comment for this device program with not morethan 127
characters.

« Download folder: Specify the name of the folder on the Windows CE device in which the
package source files will be stored. The default value is \Temp\.

« Command Line: Enter the command line to use to start this program, or click Browse to
browse to the file location.

« Run command line in download folder: Select this option to run the program from the
previously specified download folder.

« Run command line from this folder: Select this option to specify a different folder from
which to run the program.
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3. Onthe Requirements page of the Wizard, specify the following fields:

8] Create Package and Program Wizard
-

e {Lg Requirernents
.

Fata Specify the requirements for this program for a device
Program Type

Program for Device

Requirements Estimated disk space: | Tn [ve |
SUMmMary

B Dgwinload program. & s00n as possible =

Completion Additional lequirements:

<previus | [ mext> | summeny Cancel

« Estimated disk space: Specify the amount of disk space required for the software. This will
be displayed to users of mobile devices before they install the program.

« Download program: Specify information regarding when this program can be downloaded to
mobile devices. You can specify As soon as possible, Only over a fast network, or Only
when the device is docked.

« Additional requirements: Specify any additional requirements for this program. These will
be displayed to users before they install the software. For example, you could notify users
that they need to close all other applications before running the program.

4. Click Next.
To complete the Create Package and Program Wizard

1. Onthe Summary page of the Wizard, review the actions that will be taken, then complete the
Wizard.

2. Optionally, verify that the new package and program is displayed in the Packages node of the
Software Library workspace.

E? Note: Foradding an Application/Package in SCCM 2007 see
https://technet.microsoft.com/en-us/library/bb632946.aspx.
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Deployment of Application/Package through
SCCM

The following steps are to be followed for a scheduled deployment through SCCM 2012, 1602, 1606,
1610, and 1702:

1. Logintothe SCCM Server.
Click Start and select Configuration Manager Console.

Select Software Library in the left-hand panel. Expand Applications Management and Click
on Applications or Package.

Right click on the application which need to be deployed and select Deploy.

] System Center 2012 R2 Configuration Manager {Connected to IND - IND)
Home Folder
a Y o & Create Prestaged Content Fils Reinstate 52 Copy ;| . e ) o =
] W o) 2 = o A ] = = @ 0=
W 4% Revision History (%) Retire ") Refresh . -
Create Import Saved Manage Access L Create - . Simulate  Deploy Distribute Maove Set Security  Categorize
Application Application Searches ~ Accounts il Update Statistics Deployment Type /% Export 7< Delete Deployment Content pes -
Create Search Application Deployment Maove Classify
(— v ‘,_] \ » Software Library » Owerview »  Application Management »  Applications
Software Library <  Applications 2 items
4 ;’f_-Overview Ssarch
4 || Application Management Icon Name Deployment Types Deployments Status
=] Applications = Adobe Reader 9.3 1 0 Active
[ Packages [ Verdiem Power Pack 1 o Active
9 3‘9 Manage Access Accounts
A I R t:
ﬂ_‘\; HDEELERSE l&| Create Prestaged Content File
[&{] Global Conditions . )
¥4 Revision History
&4 App-V Virtual E t:
pp-V Virtual Environments E Update Statistics
% Windows Sideloading K
¥ Windows Sideloading Keys g Create Deployment Typs
| Software Updates
Reinstate
Operating Syst =
_| Operating Systems ® Retire
#¥ Export
iz Copy
3 Refresh 53
75 Delste Delete
] simulate Deployment
ILII Deploy I
@7 Distribute Content
Verdiem Power Pa| = "o
Set Security Scopes
e Assets and Compliance Application Properties | o Application Statistics
— mm Categorize
ﬁ Software Library Software version: _ - Devices with Application: @
- Manufacturer: M EEatiotEhine Devices with Installation
Menitorin, Supersaded: . Failure: 1
.' ’ Comments: [E] Properties Users with Application: 0
) Adminictration Users with Installation
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5. Select Device Collections at top-left, and then select the appropriate target Collection on the
right, click OK, and click Next.

= Deploy Software Wizard x| I
Select Collection
C IDevice Collzctions j Filter...
D¢ 1 Root Mame | Member Count [
St - £ BB 1
0 -,j 613 3
& All Desktop and Server Clients e
4 & All Mol Devices D
El £ &)l Systems 109
Pr £ 4l Unknown Computers 2
£ BRERAPALLI H
& & briska 34
€ 500 recu 1
£ test 1
£ TEST Collzction2 2
7 1

% Cancel |

4

< Previous | Mext = | SUmmary. | Cancel I

6. Once you have selected the Software (Application) and the Collection, you now have the option
of entering some comments to describe this particular Deployment if you desire. Click Next to
continue.

=) Deploy Software Wizard [ x|

gg General

Specify general information for this deployment

Zonkent

Deployment Settings
Scheduling

. Saftware: |Ve|d\em Paower Pack Brrowss...
User Experience
Alerts Callectior: [windaws? Browse |

Summary

I Use default distribution point oroups associated to this collection
Progress

Completion W Automaticaly distribute content for dependencies

Comments [optional):

b H

= Previous | Mexk > SUMmmary: | Cancel |
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7. Onthe Content page, confirm the Distribution Point selections, or click Add to select additional

Distribution Points or Distribution Point Groups if desired, and click Next to continue.

wp Deploy Software Wizard

-
f_‘j\g Content

General Specify the content destination

Cantent

Deployment Settings

User Experience

Scheduling Distribution points or distribution paint groups that the content has been distributed tor

associated with collections to distribute content to:

Aletts MHame | Type |
Summary \WWOGATAPPOIVRDMDY De...  Distibution point

Progress

Completion

Filter...

MName " I Description | Azszociations

e There are na items to shaw in this view.

< Previous I Next > I

Surmary |

Additional distribution points, distribution point groups. and the distribution point groups that are currently

Add

Remove

-

Cancel

8. Onthe Deployment Settings page, select Required for the Purpose and check Send Wake-up

packet. Click Next.

=P Deploy Software Wizard

55 Deployment Settings

] Specify settings to control how this software 15 deployed
Contenk

Scheduling Action I e j
User Experience

Alerts Purpose

SUmmary

Progress

Completion ™ Pre-deploy software ta the user's primany device

I Send wake-up packets

installation deadline, which might incur additional costs

< Previous | feExt = I

™ Allow clients on 2 metered Intemet connection o download contert alter the

Summary

Cancel
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9. Onthe Scheduling page, you can specify a date and time for the Deployment to begin, as well
as setting a specific deadline date.

a. Schedule when this deployment will become available: This option is used to specify the
time and date from which the application will become available. The time is set according to
UTC time zone.If user decides to not select the UTC time, make sure to give the local time of

Client machines.

b. Schedule when this deployment will expire: This option is used to specify the time up to
which the deployment is available. If user decides to not select the UTC time, make sure to
give the local time of expiry client machines.

@ Note: It is not recommended to specify the expiry timing of the application.

c. Assignment Schedule: This specifies a schedule for an advertised program that is
mandatory for a specific collection. If the program has not been run on individual clients within
the collection by the scheduled time specified in this dialog box, it will automatically run at
that time.

If user decides to not select the UTC time, make sure to give the local time of client
machines. Again, the time should have the difference of 6-8 minutes in the time as stated in

the “Schedule when this deployment will become available” setting.

10. Click Next.

-
»{f\g Scheduling
o

] Spacify the schedule for this deployment

Content

Deployment Settings

Scheduling Thiz program will be available as soon as it hag been distibuted to the content servers unless it is scheduled for a
later time below. For required applications, specify the assignment schedule.

User Experience
Distribution Paints
Surnmary I Schedule when this deplopment will become avalabls

Rragress [ a0/2018 =l [ zztaM = i

Completion

™ Schedule when this deplopment will expire:
[ 3n0/2me Zl[zz1em = C i

Assignment schedule: () Mew.. Edit... [elete

There are no items to show in this view

Fierun behaviar. Alwaps rerun program ﬂ

< Presious | Mext = I SUrnmary | Cancel |
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11. In User Experience page, check Software Installation and click Next.

2 [=]

Deploy Softwar

-
)‘Eg User Experience
-

Semziel Specify the user experience for the installation of this software on the selected
Content devices
Deployment Settings

Scheduling Maotification settings:

[~ Allow users to nun the program independently of assignments

Distribution Points

Summary
Progress

When the scheduled assighment time iz reached, allow the following activities to be performed outside the
Campletion maintenance windaw

¥ Softwars installation
[~ System restart [if required to complete the: installation)
Wirite filker handling for ‘Windaows Embedded devices
V¥ Commit changes at deadline or during a maintenance window requires restarts)

IF this aption iz nat selected, content will be applied on the averlay and committed later.

< Previous | Mext = I Summary | Cancel I

12. Onthe Alerts page, you should select the first two threshold options so that you can properly
monitor the Deployment when it becomes active. Click Next.

FEEEeeeaaaeeeee—_——

- ‘:lg Alerts
g

Ge”e% Specify Configuration Manager and Cperations Manager alert options
Content

Deplayment Setkings
Scheduling Configuration Manager generates alerts when this application iz deployed.

User Experience

_ — Threzhold for successful deployment

I” | Create a deployment alert when the threshold is lower thar the follaving:

Surmmary
Progress Percernt success: I‘I 3:
Completion

After: (R | ==

— Threshald for failed deplapment

I~ Create a deployment alert when the threshold is higher than the following:

Percent failure: ID 33

Enable Syztem Center Operations Manager maintenance mode if you want Operations Manager to generate
alerts when thiz application is deployed.

[~ Enable System Center Operations Manager maintenance mode

[~ Generate System Center Dperations Manager alert when a software installation fails

< Previous | Mext > I SUMMAry Cancel
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13. Onthe Summary page, click Next.

General

Content
Deployment Settings
Scheduling

User Expetience

Alerts

Progress

Completion

Confirm the settings for this new deployment

Detalls:

General
* Software: Werdiem Power Pack
« Collection: Windows7 (Member Count: 1)
» Use default distribution point groups associated to this collection: Disabled
« Autematically distribute content for dependencies: Enabled

Deployment Seffings
« Action: Install
- Purpose: Available
+ Allow dlients to use a metered Intemet connection ta dewnload content: Disabled B

Application Settings (retrieved from application in software library)
- Application Name: Verdiem Power Pack

lication Version

= Application Deployment Types: Windows Installer (*.msi file)

Scheduling
= Time based on: UTC
= Availzble Time: As soon s pessible
» Deadline Time: Disabled

User Experience
- User nofications: Display in Software Center, and only shaw notfications for computer restarts
- Ignore Maintenance \Windows: Disabled
- System restart ( required to complete the installation): Disabled
- Commit changes at deadline or during a maintenance windaw (requires restarts): Enabled

To changs these settings, click Previous. To apply the settings, click Mext

< Prewious | Mext = I SUMMmETY Cancel

14. After the progress bar finishes, you should see a successful Confirmation. Click Close.

w Deploy Software Wizard

-
i‘))\g Cornpletion [%

Gensral

Content

Deployment Settings
Scheduling

User Experience.
Alerts

Summary

Progress

0 The Deploy Software Wizard completed successiully

Details:

© sucoess: General

rdiem Power Pack

lindows? (Member Count: 1)

Use default distnbution point groups associated to this collection: Disabled
MAutomatically distribute content for dependencies: Enzbled

(‘ Sucoess: Deployment Settings
Action: Install

» Purpose: Availzble

= Allow clients to use a metered Internet connection to download content: Disabled

& Succsss: Application Settings (retrieved from application in software library)
Application Name: Verdiem Power Pack

ication Version
plication Deployment Types: Windows Installer (*.msi file)

V] Success: Scheduling

= Time based on: UTC
zilable Time: A3 soon as possible
= Deadline Time: Disabled

-

To exit the wizard, click Close

< Previous MNEXt>

SUMmary I Close I

—f’ Note: For Deployment of Application/Package through SCCM 2007, see

https://technet.microsoft.com/en-in/library/bb693597.aspx.
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Types of Deployments Schedule

Recurring Deployment scheduling: Whenever the user need to deploy an application repeatedly,
the user can customize the recurrence pattemn by selecting the option of Monthly/Weekly/Daily.

<new> Schedule

Harme: || Q
— Time

Effective date: | 3A10/2016 =l

Start: | nonooaM = End: [ g0n00AM =

Duration |3 Hours 0 Minutes

" Cooidinated Universal Time [UTC)

[ Recurence pattemn

Configure the recurrence schedule.

 MNone Fiecur every: E weeks on:

" Manthly " Sunday & Thursday

& Weekly ~ Monday = Friday

© Daiy  Tuesday = Saturday
 wednesday

Apply this schedule ta:
All deployments j

Non-recurring Deployment scheduling: Whenever the user does not want the deployment to
repeat, the user need to select None in the recurrence pattem.

<new> Schedule

Mame: I 0
— Time

Effective date: | 31020168 j

Start: [tomoosM =] End  [zo000AM =

Duration: |3 Hours 0 Minutes

[™ Coordinated Uriversal Time [UTC)

&7

[ Recurmence pattern

Configure the recurrence schedule.

& Mone | Mo recurence. The scheduled event ocours

once at the specified time.
© Monthly

© weskly
© Daily

Apply this schedule to
All deployments j

Ok I Cancel
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Deployment Scenarios

The following are the examples for deployment scenarios:

1. Package is deployed using UTC time zone. Time zones of client machines and SCCM server are
different.

Example Scenario: If the time zone of SCCM server is EST and the time zone of client machines is
CST:
« InEvokelT Verdiem Integration for SCCM Administrator console, under Wake

Configuration tab, clear the Wake system using UTC offset reported in hardware
inventory (wake in local time) check box. The Wake Configuration Tab on page 4-4

« While creating the deployment in Deploy Software Wizard, select the Scheduled with
UTC check box. See Deployment of Application/Package through SCCM on page 5-13

2. Package is deployed using UTC time zone. Time zone of client machines is a mix of different

time zones

Example Scenario: If time zone of SCCM serveris CST and time zone client machines is a mix of
EST and CST:
« InEvokelT Verdiem Integration for SCCM Administrator console, under Wake

Configuration tab, select the Wake system using UTC offset reported in hardware
inventory (wake in local time) check box. See The Wake Configuration Tab on page 4-4

« While creating the deployment in the Deploy Software Wizard, select the Scheduled with
UTC check box. See Deployment of Application/Package through SCCM on page 5-13

3. Package is deployed using local time. Time zone is the same for client machines and SCCM
server.

Example Scenario: If time zones of SCCM server and client machines are EST:

« InEvokelT Verdiem Integration for SCCM Administrator console, under Wake
Configuration tab, clear the Wake system using UTC offset reported in hardware
inventory (wake in local time) check box. See The Wake Configuration Tab on page 4-4

« While creating the deployment in the Deploy Software Wizard, clear the Scheduled with
UTC check box. See Deployment of Application/Package through SCCM on page 5-13
4. Package is deployed using local time. Time zone of client machines is a mix of different time

zZones.

Example Scenario: If time zone of SCCM serveris CST and time zone of client machines is a mix of
EST and CST:
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« InEvokelT Verdiem Integration for SCCM Administrator console, under Wake
Configuration tab, select the Wake system using UTC offset reported in hardware
inventory (wake in local time) check box. The Wake Configuration Tab on page 4-4

« While creating the deployment in Deploy Software Wizard, clear the Scheduled with UTC
check box. See Deployment of Application/Package through SCCM on page 5-13
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Table 6-1 In this Chapter

Troubleshooting
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Troubleshooting

This topic describes the various location that provide troubleshooting information for wake or server
connection issues.

Log Files

If you find any abnormalities with Evokel T plug-in or EvokelT server, view the log files present in the
default location:

Program Files\Verdiem\Power Management Pack for ConfigMgr\Logs

Connect for Microsoft System Center produces three types of logs. Log files are saved in the location
you specify on the Log Settings tab of the Verdiem Integration for SCCM Administrator console.

The beginning of each log file name indicates the component that generated the logging information,
as described in the following table.

Log file name Component

PowerPackForConfigMgrConsolelntegration.log | Stores messages created by the Connect for
Microsoft console extension component.

PowerPackForConfigMgrAdmin.log Stores messages created by Verdiem Integration
for SCCM Administrator console.

PowerPackForConfigMgr.log Stores messages created by the Verdiem
Integration for SCCM service.

When a log file reaches its maximum size, the current date and the number of the file are appended to
the end of the file name.

Activity from Mandatory Deployments and Software Updates
The Verdiem Integration for SCCM service logs activity from deployments and updates.

To view messages for troubleshooting wake operations, you can navigate to the Monitoring >
Distribution Status section in the Configuration Manager console.
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Meonitering

4 |8 Overview
| Alerts
~ Queries
| Reporting
EE Site Hierarchy
4 | | System Status
F‘g Site Status
o Component Status
L2 Conflicting Records

T Status Message Queries

|
E

i Deployments
2 Client Operations
| Client Status

E

% Database Replication
4 | | Distribution Status
_:é Content Status
_é Distribution Point Group Status
g Distribution Point Configuration Status
Software Update Point Synchronization Status

=0
L; Endpeint Protection Status

Checklist for successful wake.

Test the connectivity of the SCCM Server with the EvokelT Server in the Verdiem Integration for
SCCM Administrator. For further information refer Administation Guide

Check the permissions in the SCCM Server and the Evokel T Server.

Check Maintenance Window. For further information on Maintenance Window refer Configuring
Maintenance Window on page 5-2

Wake is not happening, and the PowerPackForConfigMgrAdmin log says the user lacks
permission for the Verdiem Integration for SCCM service.

This error occurs due to lack of permissions. If Solution 1 does not solve your issue, move to Solution

2.
Solution 1 - Giving appropriate privileges:

Log into the SCCM machine with Administrative privileges (make sure that the user account

a.
has same privileges in the EvokelT Server as well).

b. Navigate to Administration>Overview>Security>Administrative

c. Select Full Administrator and Application Administrator as the security roles.

Solution 2 - Running the Verdiem Integration for SCCM service as a current user account:
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Go to Run and type services.msc.

T o

Right-click on Verdiem Integration for SCCM service and click Properties.

o

On the Properties window, select Log ON tab.
d. Onthe Log ON tab, choose This account.

e. Provide credentials.
Wake is not happening the possible reasons are as follows:
« Incorrect configuration of the Maintenance Window

One of the reasons for wake failure from the Verdiem Integration for SCCM is the mismatch in
the deployment schedule and maintenance window. Please make sure that the deployment is
scheduled within the maintenance window. For further information on Maintenance Window refer
Configuring Maintenance Window on page 5-2.

« Incorrect input in the Deployment Schedule Wizard for UTC time zone and Local Time zone

The time input in the Deployment Schedule Wizard can either be UTC or Local time depending on
your preference.

If you choose UTC, follow the steps as given in Deployment of Application/Package through
SCCM on page 5-13

If you choose Local Time, follow the steps as given in Deployment of Application/Package
through SCCM on page 5-13.

Scheduled deployment link for Local Time

@ Note: Always ensure the sufficient time between package/application creation
and deployments.
To check the minimum required time difference between Package
Availability and its Deployment Time:
a). Click Start and open Verdiem Integration for SCCM Administrator.
b). In Verdiem Integration for SCCM Administrator, click the Wake Timings
tab.
c¢). Check the number of minutes in Wake systems in advance of pending
mandatory schedules by up to.
The time gap is depeneded upon the number of client manchines which
need to be wake for the deployment.

Failure of Recurring Deployments.

Failure of Recurring Deployments occurs because the maintenance window has different recurring
patterns. Please make sure to give the same recurring pattern as the advertisement to the
maintenance window.

If this does not solve your issue, please contact www.aptean.com.
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Glossary

Term Definition

Automatic Itis a very powerful feature that lets you fully automate the software update

deployment deployment process. The rule contains information about the run time, what updates

rule to download, where to store the updates, and whether the deployment will be
automatically enabled.

Collection A set of resources in the Configuration Manager hierarchy. These are the group of
Client Systems connecting to the SCCM Server.

Application An application state that is associated with the deployment of package, such as

Available or Required.

Maintenance

A period of time, defined by administrators, when changes can be made on the

Integration for
SCCM

window computers that are members of a Configuration Manager collection.

Package A Configuration Manager object that contains the content files and instructions for
distributing programs, software updates, boot images, operating system images, and
drivers to Configuration Manager clients.

EvokelT Plug- | Plug ins are installed along with SCCM. It acts as an interface between the EvokelT

in/ Verdiem Server and SCCM Server. This is the basic requirement to achieve Wake Operations

from SCCM and EvokelT Server together.

Software Itis a group of updates that can be deployed to devices. They can also be used to

update group track update compliance. A software update group can be created automatically using
the Automatic Update Rule feature or manually by selecting the updates.

Software It can be controlled by the use of templates. You should create one template for each

update unique deployment scenario.

templates

Wake-up A packet thatis sent by a Configuration Manager primary site server to bring

packet computers out of a sleep state so that they can perform a management function, such

as installing a required software update.
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